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Operate and tune Tomcat for Nuclos — VM parameters, Windows service, NIO connector, HTTPS, manager deployment and more.
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This page bundles advanced Tomcat topics for performance and operation. In a Nuclos installation Tomcat is located under <nucl os>/ t ontat / apache-
tontat - <ver si on>.

Java VM start parameters

The VM parameters control heap and GC (performance tuning, avoiding Qut Of Menor yEr r or ). On 32-bit systems set - Xnx to at most 1536m. Easiest via
a set env. sh (Linux) or set env. bat (Windows) file in the bi n directory:

# Created by Thomas Pasch

# see catalina.sh for explanation

JAVA_OPTS=""

CATALI NA_OPTS="-server -ea -XX: PernSi ze=128M - XX: MaxPer nf5i ze=256M - XX: +UseThreadPri oriti es -Xnx1236m - Xns512m -
XX: +Pri nt GCTi meSt anps - XX: +HeapDunpOnQut Of Menor yError - XX: +TraceC assUnl oadi ng"

http://ww. t heserversi de. com di scussi ons/thread. t ss?t hread_i d=63241
- Xl oggc: $CATALI NA_HOME/ | ogs/ gc. | og or Xl oggc: UCATALI NA_ HOVEY | ogs/ gc. | og
: +Pri nt HeapAt GC
+Print GCDet ai | s
: +Pri nt GCTi neSt anps
- HeapDunpOnQut O Menor yEr r or
+UseConcMar kSweepGC
- Traced assUnl oadi ng
# http://stackoverfl ow. coml questi ons/ 202502/ appropri at e-tontat - 5-5- st art - up- paraneters-to-tune-jvmfor-
extrenel y- hi gh- denand
# http://ww:. oracl e.com technetwork/javal/javase/tech/index-jsp-136373. ht n
# http://ww. oracl e. com technetwork/j ava/j avase/ gc-tuni ng- 6- 140523. ht m
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@ Windows service

set env. bat does not apply to the Windows service — see below. The installer deletes an existing set env. bat ; it must be placed again after
re-installing.

Adjusting the Windows service

The VM parameters of the installed service are set via a script. Set start/max heap only via - - Jvmivs/- - Jvimk (not additionally via - Xns/ - Xnx, else they
are passed twice). The JMX parameters are required to monitor the server process with jvisualvm (see memory image):
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set CATALI NA_HOVE=C: \ Nucl 0s3. 6\t ontat \ apache-tontat-7.0. 28

set CATALI NA_BASE=%CATALI NA_HOVE%

set JAVA HOVE=C: \ Program Fi |l es\ Java\jre6

C:\ Nucl 0s3. 6\ bi n\ nucl osx64. exe //US//nucl os. nucl os --JvnOptions "-Dcom sun. managenent . j nxrenot e. port =30333#- Dcom
sun. nanagenent . j nxr enot e. ssl =f al se#- Dcom sun. managenent . j nxr enot e. aut henti cat e=f al se#- Dcat al i na. base=%

CATALI NA_BASE%#- Dcat al i na. hone=%CATALI NA_HOVE%#- Oj ava. endor sed. di r s=uCATALI NA_HOVE% endor sed#- Dj ava. i 0. t npdi r =%
CATALI NA_BASE% t enp#- Dj ava. uti | . | oggi ng. manager =or g. apache. jul i . C assLoader LogManager #- Oj ava. uti | .| oggi ng. confi g.
fil e=%CATALI NA_BASE% conf\ | oggi ng. properti es#- ea#- XX: Per nSi ze=128M{- XX: MaxPer nSi ze=256M#- XX: +UseThr eadPri ori ti es#-
XX: +Pri nt GCTi meSt anps#- XX: +HeapDunmpOnQut Of Menor yEr r or #- XX: +Tr aceC assUnl oadi ng" --JvnVs=512m - - Jvnik=2048m - -

St art Mode=j vm - - St opMbde=j vm - - St art up=nanual --Cl asspath "%WAVA HOVE% | i b/ t ool s. j ar; UCATALI NA_HOVE%

\ bi n\ boot strap. jar; UCATALI NA_ HOVE% bi n\tontat-juli.jar" --Startd ass=org. apache. catalina.startup.Bootstrap --
Start Parans=start --StopCl ass=org. apache. catalina. startup. Bootstrap --StopParans=stop

@ Caution

Test VM parameters first: if - Xnx is too large the service won't start — and may not stop either (reboot needed).

NIO connector

In conf/ server. xnl switch the protocol to the NIO connector (better performance):

<Connect or port="8080" protocol ="org. apache. coyote. httpll. HtpllN oProtocol"
connecti onTi meout ="20000" redirectPort="8443" />

HTTPS (SSL/TLS)

Create a keystore and configure the connector:

keyt ool -genkeypair -keystore .keystore -alias nykey -storepass storepw -keypass keypw

<Connect or SSLEnabl ed="true" clientAuth="fal se"
keyst oreFi | e="/pat h/. keystore" keystorePass="stor epw'
keyPass="keypw' keyAlias="nykey" maxThreads="150"
port="8443" protocol ="HTTP/1.1" schene="https" secure="true"
ssl Prot ocol ="TLS"/ >

1 Installer note

The installer sets up HTTPS in ser ver . xnl but sets no keyPass — add it manually afterwards for a non-empty key password. Certificate
details: SSL encryption.

WAR deployment via the manager

The Tomcat manager allows deploying WARs (also remotely). Adjust t ontat - users. xm in CATALI NA_BASE/ conf :

<t ontat - user s>

<rol e rol ename="nanager - gui "/ >

<rol e rol ename="nanager-script"/>

<rol e rol ename="nanager-j mx"/ >

<rol e rol ename="nanager - st at us"/ >

<rol e rol ename="adm n-gui "/ >

<rol e rol ename="adm n-script"/>

<user password="nucl os" rol es="nanager - gui , manager - scri pt, manager - j nx, manager - st at us, admi n- gui , adm n-
script" usernanme="nucl os"/>
</tontat-users>

Since the Nuclos WARs are large, increase max-fi | e- si ze (and possibly max- r equest - si ze) in CATALI NA_HOVE/ webapps/ manager / WEB- | NF
/web. xm .

More
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® Tomcat Native/APR: for optimal production performance.
® Multiple instances: via separate CATALI NA_HOME and CATALI NA_BASE.

® Access log /valves / servlet filters: extended logging (response time, response length, SSL handshake ...).
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