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., Event - Authentication rule

Custom authentication at login — e.g. against LDAP, SSO or a REST service.
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When does the rule fire?

An AuthenticationRule fires when a user logs in. It implements the Aut hent i cat i onRul e interface and enables custom authentication — e.g. against
an external system (LDAP, SSO, REST service). It is not assigned to a business object but active server-wide.

Structure

The class implements two methods: aut henti cat e(. . .) validates the credentials, r ef r eshAut henti cati on(...) renews an existing session.

package org. nucl et. handel ;

i mport org.nucl os. api.rul e. Aut henticationRul €;

i mport org.nucl os. api . cont ext. Aut henti cati onCont ext ;

i nport org. nucl os. api . cont ext . Ref r eshAut henti cati onCont ext ;
i mport org.nucl os. api . annot ati on. Rul e;

i mport org.nucl os. api . excepti on. Busi nessExcepti on;

i nmport org. nucl os. api . aut henti cati on. *;

[** @ane
* @lescription
* @sage
* @hange
*/
@Rul e(nane="wer", description="werw")
public class wer inplenments AuthenticationRule {

public AuthenticationResult authenticate(AuthenticationContext context) throws BusinessException {

}

public bool ean refreshAut henticati on(RefreshAut henticationContext context) throws BusinessException {

}

(D Context: AuthenticationContext

The Aut hent i cat i onResul t determines success/failure. The Aut hent i cati onCont ext provides the user name and credentials.

@ Caution

Faulty authentication rules can block logins. Test thoroughly before production use.
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